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Today’s Session Will Cover …
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Personnel 
Surety 

Overview

►Options
►Roles
►Considerations

Chemical 
Security 

Assessment 
Tool (CSAT) 

Demo

►SSP Completion
►PSP Tab and Submission of Affected 

Individuals
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What Is the Personnel Surety Program?

 Risk-Based Performance Standards 
(RBPS) 12 – Personnel Surety 
requires facilities to perform four 
types of background checks on 
affected individuals.

 RBPS 12(iv), screening for terrorist 
ties, applies to all CFATS-covered 
facilities Tiers 1-4.
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I. Identity

II. Criminal History

III. Legal Authorization to Work

IV. Terrorist Ties
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Rollout Plan
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Facility 
receives 

Notification 
Letter via CSAT

Update 
SSP/ASP

Approval Letter 
Issued Implement

Inspected 
during next 
Compliance 
Inspection

Compliance Assistance Visit or Technical Consultation

Facility opens 
SSP/ASP without 

notification

30 
Days

60 
Days

PSP 
Tab 

Enabled



CISA Chemical Security
December 9, 2020

As a Reminder: Affected Individuals
 Affected individuals are: 

Facility personnel 
with or seeking 

access to restricted 
areas or critical 

assets at high-risk 
chemical facilities

AND

Unescorted visitors 
with or seeking 

access to restricted 
areas or critical 

assets at high-risk 
chemical facilities

 High-risk facilities may classify particular contractors or categories of 
contractors either as “facility personnel” or as “visitors.”  
 This determination should be facility-specific and based on facility 

security, operational requirements, and business practices.
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Options for Compliance: Consideration
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Option 1: 
Direct 
Vetting
• Removal and 

Updates

Option 2: 
Use of 
Credentials
• Vetting 

programs

• Unable to 
verify

Option 3: 
TWIC 
Reader
• Type of TWIC 

readers
• Frequency of 

verification
• Unable to 

verify

Option 4: 
Visual 
Verification
• Types of 

credentials
• Visual verification
• Training and 

policies
• Unable to verify
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Security Measures for Consideration
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Q3.50.340 Personal Surety Program Assertions
Select “Yes” or “No” for all acknowledgements related to the Risk-Based Performance Standard (RBPS) 12(iv) – screening for terrorist ties:

Acknowledgement Yes No

Facility has designated and trained an individual or 
individual(s) (to include third parties) responsible for 

RBPS 12(iv)

Facility certifies that all affected individuals will be 
covered by one or more of the options listed above, 

and the facility will comply with RBPS 12(iv).

Facility has identified how it will safeguard
information about affected individuals that is obtained 

from the CSAT Personnel Surety Program 
application.

Facility certifies that it will comply with the timeframe 
required for the implementation of the CFATS RBPS 
12(iv) Personal Surety Program, according to their 

faculty's Tier level.

► Options 1 and 2 require facilities to provide privacy 
notices to all affected individuals.

► Options 3 and 4 recommend these notices but are not 
required.
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Personnel Surety Program Application

 The PSP Application is only available in CSAT 2.0 after the facility has 
received a new approval to implement RBPS 12(iv).

 Key considerations prior to approval:
 How do you want to organize your information?
 Submitters, Groups, and User-Defined Fields

Who will be responsible for the initial upload?
Who will be responsible for recurring uploads?
 How will you ensure your information remains up-to-date?
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CSAT PSP Roles
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CSAT PSP 
User Role

Description

Authorizer / 
Administrator

► Can view, edit, and submit information about Affected Individuals under 
Option 1 or Option 2 in the Corporation group.

► Can initiate the user registration process for individuals without an 
existing CSAT user role and assign them PSP Submitter rights. Can 
assign an existing CSAT user PSP Submitter rights.

► Can create and manage User Defined Fields (UDF) and groups.

PSP Submitter ► Can view, edit, and submit information about Affected Individuals under 
Option 1 or Option 2 in the group they have been assigned to.

► There can be multiple PSP submitters per Authorizer

► A PSP Submitter can only be assigned to one group at a time.

► Multiple PSP Submitters can be assigned to a group
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Groups and User Defined Fields

Groups

Multiple PSP Submitters can be 
assigned to each group.

Can view only names within that 
group.

Helps to manage contracts, 
divisions, branches, or other sets 
of affected individuals to 
segregate information from all 
PSP submitters.

User Defined Fields

Facilities may want to consider 
user defined fields to sort 
information by:

►Facility ID
►Name
►Location, or 
►Individual type (e.g.,  

employee, contractor, visitor)
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Personnel Surety Resources

 PSP webpage: cisa.gov/cfats-personnel-surety-program

 PSP Toolkit: cisa.gov/publication/cfats-psp-toolkit
 Sample Questions and Answers
 Bulk Upload Spreadsheet
 Privacy Notice

 Fact Sheet: cisa.gov/publication/cfats-personnel-surety-program-fact-sheet

 Video Demo: share.dhs.gov/psp-webinar

 Notice of Implementation: federalregister.gov/d/2019-14591
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https://www.cisa.gov/cfats-personnel-surety-program
https://www.cisa.gov/publication/cfats-psp-toolkit
https://www.cisa.gov/publication/cfats-personnel-surety-program-fact-sheet
https://share.dhs.gov/psp-webinar/
https://www.federalregister.gov/d/2019-14591
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CSAT DEMO
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