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CSET Usage

 14 years

 41,211 downloads from 2012 -2018

 10,389 downloads for 2019

 1,438 downloads for 2020
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Where do I start? 
Where do I stand now?
What are my priorities?
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CSET Basis
Requirements derived from industry standards

NIST Special Publication 800-53 Recommended Security Controls for Federal Information Systems
Revisions 3, 3 Appendix I (ICS Controls), 4, and 4 Appendix J

TSA Pipeline Security Guidelines Transportation Security Administration (TSA) Pipeline Security Guidelines

NERC Critical Infrastructure Protection 
(CIP)

Reliability Standards CIP-002 through CIP-009, Revisions 3 and 4
Reliability Standards CIP-002 through CIP-011, Revision 5, Revision 6

DoD Instruction 8500.2 Information Assurance Implementation
8510.01 Risk Management Framework

NIST Special Publication 800-82 Guide to Industrial Control Systems (ICS) Security, Revisions 1 and 2

Nuclear NRC Reg. Guide 5.71 Cyber Security Programs for Nuclear Facilities
NEI 08-09: Cybersecurity Plan for Nuclear Power Reactors

CFATS RBPS 8- Cyber Chemical Facilities Anti-Terrorism Standard, Risk-Based Performance Standards 
Guidance 8 – Cyber, 6 CFR Part 27

NIST Cybersecurity Framework Executive Order 13636, “Improving Critical Infrastructure Cybersecurity,” Cybersecurity 
Framework V1.1

CNSSI 1253 and Draft ICS Overlay Committee on National Security Systems Instruction (CNSSI) No. 1253, 
with Draft Industrial Control Systems Overlay
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CSET Capabilities
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What CSET CAN do:       

 Provide a consistent means of 
evaluating a control system 
network as part of a 
comprehensive cybersecurity 
assessment

 Specify cyber security 
recommendations

 Report using standards-based 
information analysis

 Provide a baseline cybersecurity 
posture

What CSET CAN’T do:     

 Validate accuracy of user 
inputs

 Ensure compliance with 
organizational or regulatory 
cybersecurity policies & 
procedures

 Ensure implementation of 
cybersecurity enhancements 
or mitigation techniques

 Identify all known 
cybersecurity vulnerabilities
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Assessment Team
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A TEAM of participants is required
to perform a successful assessment

Type of Participant Knowledge
Control Systems Engineer Control systems

Configuration Manager Systems management

Operations Manager Business operations

IT Network Specialist IT infrastructure

IT Security Officer Policies & procedures

Risk Analyst or Insurance Specialist Risk
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Assessment Process
Basic steps in the assessment

Organize the Team
Determine the 

Security 
Assurance 

Level

Select 
Standards 
and Mode

Answer 
Questions

Analyze 
Results
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Free Download
For the latest web application:

https://github.com/cisagov/cset

For old desktop versions:

https://ics-cert.us-cert.gov/Downloading-and-Installing-CSET
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Live Demo

Home Page
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Main Navigation
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SAL Selection
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For the latest web application:
github.com/cisagov/cset

For old desktop versions:
ics-cert.us-cert.gov/Downloading-and-

Installing-CSET

Questions?
Email: CSD_VM_Methodology@cisa.dhs.gov
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