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Tooling and Implementation  
Work Stream
Co-chairs: Melissa Rhodes & Kate Stewart

Meeting since August 25, 2022

● Thursday at 1500 EDT
● Contact SBOM@cisa.dhs.gov to be 

added to mailing list and meeting invite

Discussion of SBOM tooling implementation 
pain points and propose strategies to 
improve interoperability
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Medtronic

SBOM Program Manager
melissa.m.rhodes@medtronic.com

Kate Stewart 

Linux Foundation 

VP of Dependable Embedded 
Systems

stewart@linux.com
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Outline

● History (last SBOM-a-Rama to now)
○ SBOMs for Product Lines
○ Evolution of Pragmatic Guidance to filling in SBOM minimum elements
○ Evolution of Tooling Taxonomy

● SBOM Field Definitions - building up pragmatic guidance
○ Format adherence (syntax)
○ What is filled →  (semantics)
○ “Red areas” for where problems”
○ Pragmatic Practices - for field contents.

● Tooling Taxonomy 
○ Historical Efforts
○ Current Work

● Next Steps
○ Publish of pragmatic guidance for minimum fields
○ Evolve Tooling Taxonomy and build concensus
○ Plugfests?   Extending minimum to match what’s in use?  



History:   AKA 2023/6/14  → 2024/2/29 SBOM-a-rama

- Publish SBOM Product Lines
- Started working on Tooling Taxonomy 
- Working Pragmatic practices for filling in SBOM minimum elements



Source: https://www.cisa.gov/resources-tools/resources/guidance-assembling-group-products

https://www.cisa.gov/resources-tools/resources/guidance-assembling-group-products


Product Line BOM’s need to be managed during evolution 

Source: https://www.cisa.gov/sites/default/files/2024-01/Assembling-a-Group-of-Products_508c_0.pdf

https://www.cisa.gov/sites/default/files/2024-01/Assembling-a-Group-of-Products_508c_0.pdf


What is “Quality data” for 
SBOM Field Descriptions?

Started with the stakeholder-drafted 
“Framing” document from NTIA (2021)

https://www.ntia.gov/files/ntia/publications/ntia
_sbom_framing_2nd_edition_20211021.pdf

https://www.ntia.gov/files/ntia/publications/ntia_sbom_framing_2nd_edition_20211021.pdf
https://www.ntia.gov/files/ntia/publications/ntia_sbom_framing_2nd_edition_20211021.pdf


WIP: Common Understanding of SBOM Elements
Supplier Name The name of an entity that creates, defines, and identifies components. 

Component Name Designation assigned to a unit of software defined by the original supplier.

Version of the Component Identifier used by the supplier to specify a change in software from a previously identified version

Other Unique Identifiers Other identifiers that are used to identify a component, or serve as a look-up key for relevant databases.

Dependency Relationship Characterizing the relationship that an upstream component X is included in software Y

Author of SBOM Data The name of the entity that creates the SBOM data for this component

Timestamp Record of the date and time of the SBOM data assembly

Root of Dependencies A piece of software can be represented as a hierarchical tree, made up of components that can, in turn, 
have subcomponents, and so on. 

Level of Dependencies At a minimum, all top-level dependencies must be listed with enough detail to seek out the transitive 
dependencies recursively.

Known Unknowns For instances in which the full dependency graph is not enumerated in the SBOM, the SBOM author must 
explicitly identify “known unknowns.”

Hash of the Component. A cryptographic hash would provide a foundational element to assist in this mapping, as well as helping in 
instances of renaming and whitelisting.



Draft of Pragmatic Expectations - Work in Progress

Segmented 
advice into 
maturity of 
producer:

- Crawl
- Walk
- Run

model employed.



Tooling Taxonomy Evolution

Meetings led by Lynn Westfall

Source: 
https://www.ntia.gov/files/ntia/publications/ntia
_sbom_tooling_taxonomy-2021mar30.pdf

Lynn Westfall (Virtual) 

The Modem Lisa

SBOM, ITAM & IT 
Procurement Consultant
lynn@themodemlisa.com

Similarly to work in 2021 on SBOM Tool 
Classification Taxonomy, this effort was 
picked up from the Formats & Tooling 
group.

Outcomes from this criteria gathering and 
defining effort may end up in use as part of 
a collaboration with the  OpenSSF SBOM 
Everywhere SIG volunteer effort to create a 
dedicated SBOM Landscape, primarily 
focused on tooling

https://www.ntia.gov/files/ntia/publications/ntia_sbom_tooling_taxonomy-2021mar30.pd
https://www.ntia.gov/files/ntia/publications/ntia_sbom_tooling_taxonomy-2021mar30.pd
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Work in Progress 

Draft Document at: 
https://docs.google.com/document/d/1TKPIjT7Rfc38F0OMuXIlPqFRoH7wj2H8x3w13Pgy8V4/e
dit#heading=h.3kcprhiiv0b8

Much criteria has 
been identified, 
defined and 
organized into a 
white paper which 
will include a 
worksheet of 
criteria for ease of 
future review.

https://docs.google.com/document/d/1TKPIjT7Rfc38F0OMuXIlPqFRoH7wj2H8x3w13Pgy8V4/edit#heading=h.3kcprhiiv0b8
https://docs.google.com/document/d/1TKPIjT7Rfc38F0OMuXIlPqFRoH7wj2H8x3w13Pgy8V4/edit#heading=h.3kcprhiiv0b8


Next Steps

Continued work on defining and organizing tooling criteria would greatly benefit 
from additional participation. Feel free to comment on the document directly.

Finish Pragmatic advice document for filling in fields and publishing SBOMs.

Review if pain points highlighted from last poll is still accurate.

- If so, start working on next priority
- If not, determine topics to add, and redo poll to determine point to focus.



Questions? 

Contact SBOM@cisa.dhs.gov if you need help to be added to mailing list and to 
be added to the meeting invite if you want to join in the live discussion.

Want to help?

● Weekly meeting on Thursday at 3pm ET for Pragmatic Expectations

● Weekly meeting on Wednesday at 1pm ET for Criteria

● Please join our mailing list https://groups.google.com/g/cisa-sbom-tooling

mailto:SBOM@cisa.dhs.gov
https://groups.google.com/g/cisa-sbom-tooling
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